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Method

Jiayi Liu

Abstract:

In an always-online world, login systems are presented to users by almost all
information storage systems that need authentication and authorization. However, the
current login systems are not free from flaws: a normal registration process can take
quite some time; using single user-id across platforms (i.e. Single Sign-on) often
raises privacy concerns; and even the current login process of entering username and
password is still not convenient and secure, with the chance of user forgetting login
information and login information being stolen. To address these issues, a new login
system based on asymmetric cryptography technology, with the advantage of being
fast, easy to access, and highly secure, is proposed. To make the system more
user-friendly, a new deterministic key pair generation method is proposed with which,
instead of providing users the mnemonics in the form of random words, users can
provide their own seed phrases. This allows users to safely and easily retrieve lost

login information.
Keyword:
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1. Existing Login Systems and Problems

In contemporary society, people use various information systems every day
and in many, if not most cases, accessing personal information in these information
systems requires the user to go through a login system. This is because the
information systems need to know a user’s identity before that user can access his or

her personal information.

This procedure is called authentication. Authentication as a process of
determining whether someone is who it is declaring to be. It is a key component of
any online system which handles sensitive data or transactions. As internet technology
has evolved, a diverse set of network authentication methods have been developed,
including both general authentication techniques (passwords, two-factor
authentication [2FA], tokens, biometrics, transaction authentication, computer
recognition, CAPTCHAs, and single sign-on [SSO]) and specific authentication
protocols (Kerberos and SSL/TLS). !

Therefore, end-users have to adapt to these different authentication methods.
Worse, people usually have different credentials for different systems, as shown in

figure one:

System A ‘ [ System B ‘ ‘ System C J

l Credential 1 J l Credential 2 J l Credential 3 J

User



Figure 1: Different credentials for different systems

The increasing prominence of information technology and the internet in fields
such as employment, finance, recreation, transaction, and many more have led people
to accumulate a proliferation of accounts and passwords. This phenomenon is called
password fatigue - a feeling experienced by many people who are required to

remember an excessive number of passwords as part of their daily routine.

Then a technology called Single Sign-On (SSO) was introduced and it seems
to be able to solve the problem of password fatigue because single sign-on manages
user’s login credentials in a centralized system and user can log into multiple related
yet independent software systems with the access being granted by the centralized

SCrver.

‘SW%M {wmmBJ {&mmc] SSO Server

Ci 1
-

User

Figure 2: Single Sign-On System

However, since single sign-on provides access to many resources once the
user is initially authenticated ("keys to the castle"), it increases the negative impact in
case the credentials are leaked or misused. Therefore, single sign-on requires an
increased focus on the protection of the user credentials, and should ideally be

combined with strong authentication methods like smart cards and one-time password



tokens.?

Yet, regardless of a user uses different credentials for different systems, or
uses the single sign-on method, these authentication methods have one thing in
common: the system that the users try to log in has our credentials stored in their
servers - a password, biometric characteristics, or certificate. Some two-factor
authentication methods will also have user’s emails or phone numbers for passcode
delivery, this on one side improves security, but on the other side sacrifice the user

convenience as well users’ personal information privacy.

Therefore, one significant downside of these login systems is that storing user
credentials in servers poses severe security concerns. For example, “the Internet
service company Yahoo! reported two major data breaches of user account data to
hackers during the second half of 2016. The first announced breach, reported in
September 2016, had occurred sometime in late 2014 and affected over 500 million
Yahoo! user accounts”?!. “Yahoo! later affirmed in October 2017 that all 3 billion of
its user accounts were impacted in a separate data breach, occurring earlier around
August 2013”.1 Both breaches are considered the largest discovered in the history of

the Internet.

People need a new login system that is more secure, convenient, and

privacy-protective.

2. Blockchain Transaction Verification

and Account Management

Blockchain technology has developed rapidly for the past ten years since the
unidentified person Satoshi Nakamoto invented Bitcoin in 2008. Bitcoin is a
cryptocurrency that can be owned by different accounts with all transactions kept in a
public blockchain. Blockchain enables people to anonymously perform secure and
trustworthy transactions that are traceable and verifiable. Its anonymity ensures that a

person will be linked to a public Bitcoin address, but no one will recognize the actual


https://en.wikipedia.org/wiki/Yahoo!_data_breaches#cite_note-nyt1-1
https://en.wikipedia.org/wiki/Yahoo!_data_breaches#cite_note-wsj_oct2017-3

name or address of that person. Blockchain’s verifiability guarantees anybody can
check all of the transactions and hashes all the way back to the genesis block. This
type of transaction verification is based on asymmetric cryptography, also known as

public cryptography.

Public cryptography: when owner 1 sends a BTC transfer transaction to owner
2, owner 1 has to sign the transaction with owner 1’s private key. In the new
transaction, it has the reference to the previous transaction in which owner 1’ public
key is included. Once the transaction is published, anyone can trace back to the
previous transaction, get owner 1’s public key, and verify this transaction is signed by
owner 1’s private key. Thus the transaction is verified and owner 2 will be the new
owner. The diagram from the original Bitcoin white paper illustrated this verification

Process:

"
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Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key

— | :
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en;j,_ ” enj,
Owner 0's Owner 1's Owner 2's
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Owner 1's Owner 2's Owner 3's
Private Key Private Key Private Key

Figure 3: Bitcoin transaction verification I’/

As shown in the diagram above, Blockchain has the “owner” concept, yet
other users never know who this user actually is. All they know is that this user has a

certain amount of bitcoins via verification. This method is traceable, indisputable, and



incorruptible.

In a blockchain, a user’s private key is managed by the user’s Cryptocurrency
Wallet. A cryptocurrency wallet is a device, physical medium, program, or service
which stores the public and private keys and can be used to track ownership, receive
or spend cryptocurrencies . A cryptocurrency wallet contains one or multiple pairs
of public and private cryptographic keys. Public keys are used as the user’s identity in

blockchain, and the private keys are used to sign blockchain transactions.

“BIP32 - Hierarchical Deterministic Wallet” is a Bitcoin specification that
describes a general structure of a hierarchical deterministic wallet (HD wallet). In
particular, it defines how to derive private and public keys of a wallet from a binary

master seed (m) and an ordered set of indices (so-called BIP32 path): 1"/,
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Figure 4: Hierarchical Deterministic Wallet "/

Following BIP32, a blockchain user can have a cryptocurrency wallet with
multiple wallet accounts (multiple public/private key pairs), derived from different
BIP32 paths. “BIP44 - Multi-Account Hierarchy for Deterministic Wallets* further
defines the following 5 levels in BIP32 path™:

m / purpose' / coin_type'/ account'/ change / address_index



where “Purpose” is a constant set to 44'; “Coin type” is a constant set for each
crypto coin; “Account” are numbered from index 0 in sequentially increasing manner;
“Change” is either constant 0, used for external chain, or constant 1 for internal chain;

and “Address_index” are numbered from index 0 in sequentially increasing manner.

For example, path “m /44'/0'/0'/0/0” is for Bitcoin, first account, external

chain, and first address.

However, the wallet is only functional if there is a master seed that can be
used to generate all these different key pairs. The method that derives the master seed

is called BIP39 - Mnemonic code for generating deterministic keys.

This BIP describes the implementation of a recovery seed and its relation to
BIP32 binary master seed. It provides an implementation of a mnemonic code or
mnemonic sentence -- a group of easy to remember words -- for the generation of

deterministic wallets. It consists of two parts:

1) generating the recovery seed: from computer-generated randomness to a mnemonic

sentence.

2) Converting mnemonic sentence to a BIP32 wallet master seed: this conversion

includes an optional application of a passphrase during the conversion.

With BIP39, a user can then use a cryptocurrency wallet to generate a master
seed from one device, and use a mnemonic sentence (for example, a 12-word sentence
“aspect fortune into know outer pass drastic couple hello rebel domain box”) to

recover the wallet data with the 12 words on a different device.

BIP32, BIP39, and BIP44 work together define a complete user account
system that works perfectly with Bitcoin and other blockchains. Summarization of the

functions of these specifications are listed below:

e BIP32: allow users to have multiple key pairs for different blockchains
e BIP39: defines how to generate the master seed of the key pairs, and
how to easily remember and recover by human beings.

e BIP44: defines the derive paths for different blockchains.



The Bitcoin account system, along with the Bitcoin protocol, make blockchain
an anonymous yet verifiable systems. Anonymous means privacy protected, and

verifiable means secure. That is the goal to design a new login system.

3. Hierarchical Deterministic Key Pair

Based Login System

3.1 Overview

Inspired by the blockchain account management practice, we define a new
login system with hierarchical deterministic key pairs. This login system will have the

following high-level architecture:

System A ‘ [ System B ‘ ‘ System C J

l Key Pair 1 J l Key Pair 2 J l Key Pair 3

- s S2E R

e T

e ey
\’;_7 Master Seed ,‘

Figure 5: hierarchical deterministic key pair based login system

On the user’s end, a login client, a software program or device, manages all
user’s login credentials. A user has a master seed and the login client which will be

used to derive multiple key pairs that can be used to log into different systems. The
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keys are managed in a similar way with the cryptocurrency wallet for blockchain:

hierarchical, and deterministic.

The login client also triggers the login process when requested by the user.
The login procedure for hierarchical deterministic key pair based login system is as

follows:

——— —_—
Login Client Target System

1. Login request

et
/2. Generate one time

3. One time random hash H + e random hash H
System Key Path P

4. Derive key pair
(KPub + KPriv) from ™
System Key Path P, r\

and sign the hash N " :
message H with 5. Public Key KPub + hash

signature H’ message H + signature H' _
. e
6. Validate H, and and
~— verify signature H'
7. Grant login session from K?UP' Usle KPUb
as user’s identity in
the system

Figure 6: Login Procedure
(1) On behalf of the user, the login client requests to access the target system.
(2) The target system generates a one-time random hash H

(3) The target system sends the one-time random hash H back to the client, along

with the Key Drive Path P of the system.

(4) The login client derives the key pair for the target server from key derivation
path P. The derived key pair has public key KPub and private key KPriv. It

signs the server hash H with signature H’, using the private key KPriv.

(5) The login client sends its public key KPub, the one-time hash H, and the

signature H’ back to the server.

11



(6) The target server validates H and verifies the signature H* with the given
public key KPub. After all of the information is verified, the user is logged in
with identity KPub.

(7) The login session is granted to the client.

Overall, this login system has the following characteristics:
- Secure:

Users own the credentials (master seed and all private keys). There is

no breach possible from the server side for user login information
- Privacy protecting:

Users can log in with different identities (different public keys) to
different systems so servers cannot track the users’ behaviors across systems.
The two-factor authentication process also makes emails/phone numbers

unnecessary.
- Fast:

No user name/password typing and no two-factor authentication. If permission

1s granted, the login client can handle all the login procedures for the user.
- Transparent and open:

All the procedures involved during login are transparent to all parties
involved. So as long as they follow the same procedures, login can be

executed between any login clients and target systems.

More details of login procedures are illustrated in the subsequent sections.

3.2 Mnemonic and Master Seed Generation

The master seed is the nucleus of the user’s entire login credentials in the
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hierarchical deterministic key pair login system. It is used to derive every individual
key pair (account) that a user will use to login to different online systems. It is stored
only on the user’s own devices and should be stored as encrypted and securely
protected. While the implementation of the login client and how it protects the master
seed and key pair might vary, how users memorize and recover the master seed needs

to be standardized.

BIP39 is the answer in the blockchain domain for how to recover a
cryptocurrency wallet seed with a 12-word mnemonics. For a 128-bit long entropy
with 4-bit checksum, the master seed is totally 132-bit long and it is divided into 12
11-bit long segments. (132/11 = 12).

Each 11-bit segment of the binary data has 2**11 = 2048 possible
permutations and each permutation is mapped to a unique word. The word list is

smartly selected, similar words avoided, and sorted. ™!

With the mnemonic as the ‘password’, and mnemonic + a possible passphrase as the
‘salt’, it is used to derive a longer (512-bit) seed through the use of the key-stretching
function PBKDF2. The iteration count is set to 2048 and HMAC-SHAS512 is used as
the pseudo-random function. The seed produced is then used to build a deterministic
wallet and derive its keys.

4-bit
Checksum

‘ 128-bit Entropy ‘ ‘ 132 Bits
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ 12 11-bit Segments
00000000000  abandon
00000000001  ability Wordlist (2048
i words)
11111331111 zoo.
aspect fortune into know outer pass drastic couple hello "
< * Passphrase 12-word Mnemonic
rebel domain box
[ DK = PBKDF2(PRF, Password, Salt, ¢, dklLen) ] PBKDF2 Function
0xAD09C1A485012CEAERI0DIET 44240804, 256-bit master seed
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Figure 6: BIP39 Mnemonic and master seed generation

As defined by BIP39, an entropy is generated first, and then it is mapped to a

12-word mnemonic. The 12 words in the mnemonic are unrelated and the mnemonic

sentence is not a human memorable sentence but a collection of unrelated words. This

on one side improves the security, but on the other side expose complexity for most
people to memorize it. So it is suggested that the mnemonic should be written down

and kept safe.

However, there is a way that people can have a mnemonic that is easy to
remember and guarantees uniqueness to different people: using personal experiences

and opinions, and biometric characteristics.

A mnemonic generated from user's personal experiences and opinions can

work as depicted in the following diagram:

1. Whan is your birth date?
2. In which city was you born?

3. What's the name of sireet where you live during your childhaad? )
Personal Characteristics

= e 2 o 3
4. What's the maidan name of your mother's mother Caollection

5. What's your favarit book when you were young?

12. What's your best friend's name in your middle school?

2000/03/08 San Francisco Main Street White World
History ... Bob * Fasspbiasy Phrase with 12 Personal

Characteristics

[ DK = PBKDF2(FRF, Password, Salt, ¢, dkLen) ] PBKDF? Funciion

o

0xAD09C1A48591ZCEAEG30D3ET44240B04,

| 256-bit master seed

Figure 7: Mnemonic generation based on answers to personal questions

Each user is asked 12 questions and the user’s personalized answers are

collected. We use the answers as the input to the same PBKDF2 function as in BIP39

to generate the master seed.
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There are two issues for the above mnemonic generation method:
The 12 questions can be guessed by people who know a user very well.
The uniqueness of the mnemonic is not guaranteed between different users

Therefore, the following enhancements are proposed for the above-mentioned

method:

1.

Require a passphrase when generating the master seed.

Unlike the optional passphrase in BIP39, a passphrase from a user is
mandatory in this process. This does not only protect the master seed to be
tampered by acquaintances but it also greatly avoids the duplication of the

generated master seed.
Involve biometric features in personal characteristics.

Biometrics is the use of a person’s unique physiological, behavioral, and
morphological characteristics to provide positive personal identification.
Because of its features of uniqueness, universality, performance,
measurability, and user-friendliness, it is widely used in authentication

systems.

With the popularization and increasing computer power of smart devices such
as smartphones and personal computers, user’s biometric characteristics can

be collected and translated into unique data and be put into the mnemonics.

The following table summarizes some common biometric features used for

authentication”

Biometric Trait

Fingerprint Finger lines, pore structure

Signature (dynamic) Writing with pressure and speed
differentials

15




Facial geometry Distance of
specific facial features (eyes,

nose, mouth)

Iris Iris pattern

Retina Eye background (pattern of the vein
structure)

Hand geometry Measurements of fingers and palm

Finger geometry Finger measurement

Vein structure of the back of the

Vein structure of the back of the hand

hand

Ear form Dimensions of the visible ear
Voice Tone or timbre

DNA DNA code as the carrier of human

hereditary features

Table 1: List of Biometric Features !""

Assuming 10 personal questions and two biometric characteristics (for example, facial

geometry [the distance between two eyes] and voice pitch [the average pitch value])

are asked and collected for the mnemonic, the enhanced Mnemonic and Master Seed

Generation method is shown in the following diagram.
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1. When is your birth date?

2. In which city was you born?

3. What's the name of straet whera you live during your childhaad?

4. What's the maiden name of your mothers mother?

5. What's your favarita book when you were young?

10. What's your best friend's name in your middle school?

ﬂ

2000/03/08 San Francisco Main Street White World

Personal Characteristics
12. Please show Collection
your face

11. Please Read
the following
sentence,

Woice

Facial Passphrase
Pattem | Personal Phrase

History ... Bob Pitch
[ DK = PBKDF2(PRF, Password, Salt, ¢, dkLen) ] SBIBE it
0xAD09C1A48501 2CBAEGI0DAE 744240804, 256-bit master seed

Figure 8: Mnemonic generation based on question answers and biometric

characteristics

3.3 System Key Derivation Path

In the Hierarchical deterministic key pair based login system, a user logs into

different systems with different key pairs. For one system, a user will always login

with a single key pair. This requires the key derivation path for a given system to be

unique and permanent.

A target system, in most formal cases, has a fully qualified domain name

(FQDN). (for example, www.example.com and mail.example.com.) The FQDN for a

given server is stable and will be used as the key derivation path in the Reverse

domain name notation with “/”” as delimiters between domain components. The key

derivation paths for some example FQDN are listed below:

Doman

www.example.com
mail.example.com

example.org

Key Derivation Path

com/example/www

com/example/mail

org/example

17



The target server will present it’s key derivation path to the login client so the
login client can derive the right key pairs for the target server and help the user to

login.

According to the definition of BIP32, the derive path is in the following

format:
m / purpose'/ coin_type'/ account'/ change / address _index

Other than the leading segment, each subsequent segment in the derivation

path should be a designating the index of each segment.

The following product sum algorithm, following the Java hashCode
implementation!'!), is used to map the reverse domain name notation to an index based

derive path:
index = s[0]*31"(n-1) + s[1]*31"(n-2) + ... + s[n-1]

where ‘s’ is the string of the domain name segment, s[i] is the ith character of
the string, n is the length of the string, and ” indicates exponentiation. “The
coefficient of 31 is adopted for two reasons: First, 31 is a prime number. According to
the characteristics of a prime number, the result of multiplication with a prime number
is much more likely to be unique than with other methods, namely, the repeatability of
the obtained hash value is relatively small. Second, this specific prime number was
chosen because when computing a hash address. we want to minimize the amount of
data with the same hash address, which is the so-called "conflict". If a large amount of
data has the same hash address, the hash chain Of these data will be too long, thereby
reducing the query efficiency. Consider the above two points synthetically, under the
premises of no overflow and the coefficient is a prime number. With the higher
coefficient, the so-called "conflict" will decrease and the search efficiency will

increase.” %)

Applying the above algorithm, the derive path for the reversed domain names

arc:

18



Doman Key Derivation Path Actual Derive Path

www.example.com com/example/www m/98689/1322970774/118167
mail.example.com  com/example/mail = m/98689/1322970774/3343799
example.org org/example m/110308/1322970774

Since the Derive Path P—ie. the FQDN—is given by the server, as shown in
step 3 of the login procedure in figure 6, a vulnerability arises: problems may occur if
a server returns a fake derive path. This might happen in some fishing attacks—a
fraudulent attempt by a malicious site to obtain users’ sensitive information. In this
case, the public key to another server disguises itself as the real target system that the

user tries to log in.

The solution to this issue is the server certificate, which is commonly used in
TLS based communication. To prove the server really ‘owns’ the given derive path P
(ie. owns the given FQDN), the server needs to present a server certificate, issued by

trusted Certificate Authority (CA).

If the whole communication between the client and the server is already under
the TLS encrypted channel, the login client can obtain the server’s certificate from the
TLS handshake procedure. However, the client can issue a separate challenge
procedure to verify the server is the owner of the derivation path of P. An illustration

is presented below:
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——— —_—
Login Client | Target System

1. Derive Path P Challenge: P,
client nonce N

e "\I
/2. Sign client nonce
3. Signed client nonce N*, and R N to N*

certificate C

4 Verify G, N'

Figure 9: Derive Path Challenging Procedure

(1) The client generates a client nonce N (one-time random hash) and sends it to

the server, to challenge the derive path P

(2) The server signs the message N with the private key of the certificate C

corresponding to derive path P
(3) The server sends the signed message N’ and the certificate C back to the client

(4) The client verifies the certificate C, and also uses the certificate to verify the

signature of N”.

3.3 Replay Attack and One-time Random Hash

The hierarchical deterministic key pair based login needs a message from the
server and the client has to return the signed message. This can easily cause a replay
attack if the message and the signature are used again by hackers. This is why the

one-time random hash is used.

In step 2 of the hierarchical deterministic key pair based login procedure, a
one-time random hash is generated by the target server. This hash will be returned to

the login client as the message that needs to be signed by the user's private key. In

20



step 6 of the login procedure, the target server needs to verify that the user was
signing a valid hash issued by the server and it is used only once. This one-time hash

is commonly called nonce in many cryptographic protocols.

Additionally, the one-time random hash should also include time-based

information to prevent the system from a delayed message attack.

4. Possible Issues and Resolutions

4.1 Man-In-The-Middle Attack

Since the login and authentication procedure happens at the beginning of the
client/server communication session, if not used with other protocols, such as
TLS/SSL, it is very easy for the whole system to subject to man-in-the-middle
attack—where the attacker secretly relays and possibly alters the communications

between two parties who believe they are directly communicating with each other.

This problem can be solved by utilizing the already-existed key pair between
the server and the client. Since the client has its own key pairs, after the initial login
procedure, the two parties can continue to communicate utilizing the client’s key. This
is achieved by asking the client to sign each message it sends to the server, and the

server verifying the client's signature with the client’s public key.
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Initial Message from client to the server

i : :
\‘ PR R Client signs the message

T

Signed Message

U

\‘ Public Key Server verifies the signature

O

Verified Message from client to the server

Figure 10: Sign and verify messages for all client requests

4.2 Fake and Spam Account

Fake and spam accounts invasion is a big problem faced by many service
providers. Facebook announced in May 2019 that it removed 2.19 billion fake

accounts between January and March of that year. !,

With the introduction of a hierarchical deterministic key pair based login
method, one can argue that the easier login method could lead to more fake accounts
because the login client can act as a spam bot and interact with the server

automatically.

The login method itself is never a key factor that can hinder fake account
creation—software can control the browser and type in username/password easily.
The server has to implement some fake account prevention methods, for example,
two-factor verification during account creation, manual procedures during user login,
or fake account pattern recognition with artificial intelligence on user’s behavior

analysis. All these approaches can be applied independently on the login system.

4.3 Master Seed Change
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There are two aspects to changing a master seed:
1. Changing master seed on the client-side:

A user might want to change the master seed, due to his or her original

mnemonic information being hacked or other reasons.

The easiest way to change the master seed is to generate a new master seed
with a new passphrase, with all the questions and biometric characteristics remain the

same.

To improve security, the sequence of the answered questions or collected

biometric features can be shuffled with different passphrases.

If all of the 12 questions/biometric feature collections steps are numbered,

then the following procedure can be applied as the Master Seed generation procedure:

Hashfunction (eg. Sha-1})
Bit Operations leg. XOR}

A mapping Mumber

ﬂ (1) (2) (3) (12) Ordered questions
- e v 4

Y
@' @ @' - &) Shuffled question order

ﬂ

2000/03/08 San Francisco Main Street White World
History ... Bob

Mnemonic for master seed

Figure 11: Shuffle Mnemonic Question Order
2. Swapping accounts on the server side

The target servers also need a procedure for the client to replace its account

with new keys generated by the new master seed. The key to this procedure is to
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correlate the two public keys to the same account. The following diagram illustrates
one of the many ways to do this - the server issue an account swap token to correlate

two accounts.

_—

Login Client Target System

1. Login with old account A1

2. Request account swap

/_\ 3. Generate a unigque

| .
4. Account swap token T i / gosout swap:token; .

5. Login with new account A2

-+

7. Account swap token T

4. Correlate account A1
[ / and A2 and do account
swap

Figure 12: Server-Side Account Swap
(1) User logs into the server with its old account Al
(2) User request account swap to the server.
(3) The server generates a unique account swap token T for account Al
(4) Account swap token T is returned to the client.

(5) User logs into the server with it’s new account A2 (new key generated by new

master seed)
(6) The client sends the account swap token T to the server.

(7) With the account swap token T, the server correlate A1 and A2, and associate

A1’s information to A2. Account swap completes.
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4.4 Login Client on a Different Device

There is another common use case that needs to be covered: a user wishes to
log into a system on a new device, such as a public computer, but the user’s login
client (the software that manages all the keys) is installed on a different device, for

example on user’s smartphone.
Two key procedures are involved in login with a different device:
1. Transfer login information from the other device to login client

The login information mentioned here includes the one-time random hash H
returned from the server and the key derivation path P of the server. The login client

needs the information to generate the login response.

There are many ways to transfer information between devices, but one
intuitive way is using QR codes. the server can present the login information in text,
as well as in a QR code picture. The user can use his or her login client on the

smartphone to scan the QR code to extract the required information.
2. Send login response from login client to the target server

The login response is the signed message H’ and the user’s public key. Since
the login client is not in the same login session where the user is doing the original

login, it doesn’t know where the login response shall be sent.

An enhancement will be made to the original login procedure - when a login is
requested, along with the one-time random hash H and the key derivation path P, the
server will respond with a server address L where login response shall be pushed

back.

This solution is illustrated in the following diagram.
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Figure 13: Login from a different device

Differences with the normal login procedure in figure 6 are highlighted. In
step 3, a push back address L is given to the client side which will be used by the
login client to send the login response back to the address, as shown in step 5. A new
step 3.1 is added to depict how login information is transferred, from the original

device where the user initiated the login, to the device where the login client resides.

5. Sample System

To prove the feasibility of the deterministic key pair based login system, a sample

system is developed with the following components:

1. Login Client - Master Seed Generation

$ node 01-masterGenerate.js

7 1/12. When is your birth date? (yyyymmdd format)

7 2/12. In which city was you born?

7 3/12. What's the name of the street you lived in during your childhood?
7 4/12. What's the maiden name of your mother's mother?

7 5/12. What's your favorite book?

7 6/12. What's your favorite color?

777/12. What's your favorite food made by your families?

7 8/12. What song do you like best when you are in elmentary school?
7 9/12. Which sports team are you in favor of most?

710/12. Which person do you admire most in history?
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7 11/12. Please take a video and upload. (Input file path) 2.8185871927930677
7 12/12. Please read the following text and upload the audio recorded: Secure, Private, Fast, Transparent! (Input
audio path) 2657.311671363327
{
"birthday": "20030828",
"city": "Beijing",
"street": "Yuquan Road",
"maiden": "Wang",
"book": "pride and prejudice",
"color": "black",
"food": "jiaozi",
"song": "Can You Feel the Love Tonight",
"sport": "Lakers",
"people": "Washington",
"facial": 2.8185871927930677,
"voice": 2657.311671363327
}
? Please check the input. Are your answers correct? Yecs
Your nemonic is: 20030828 Beijing Yuquan Road Wang pride and prejudice black jiaozi Can You Feel the Love
Tonight Lakers Washington 2.8185871927930677 2657.311671363327
Your master seed is:
3134e79456004aeb087b8f84daal bf26c9beb4b30fd79bact57bc39d5773e823b5cfd9c52d765¢ea3ccff89e83db1b937fdef2ee
3aead8f7a3a085a951a452719
Master seed is saved securely!

2. Web Server and Login Client - Login Procedure

(1) Login Page

€« C @ localhost:3000 % O @ x w0

Hierarchical Deterministic Workspace

Welcome to Hierarchical Deterministic Workspace

(2) Login information is presented to the client / end user, after user clicks login

button:
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C @ localhost:3000/login ¥ 0O - @ &

Hierarchical Deterministic Workspace

Welcome to Hierarchical Deterministic Workspace

Please sign the following information with your private key

Hash to sign (H):
b989b99dc5249d7848c3d10a5d8a09decfa65f625e08fb404d35ab1d73d09d9c
Server FQDA for Derivation (P):

www.example.com

Response URL (L):

http://www.example.com/login/response

Login client is signing the hash message...

(3) Login Client signs login message, and ask the user to confirm:
@ localhost:3000/login * © @ x| 6

Hierarchical Deterministic Workspace

Welcome to Hierarchical Deterministic Workspace

Please sign the following information with your private key

Hash to sign (H):
b989b99dc5249d7848c3d 1 0a5d8a09decfab5f625e08fb404d35ab1d73d09d9c
Server FQDA for Derivation (P):

www.example.com

Response URL (L):

http://www.example.com/login/response

100%
Server Key Derivation Path: m/98689/1322970774/118167

Signature (H'):
8867d8be5e085f773a72446580e97f38710e0867e7d18bd327c67801fc8be6aa20b3cd5a6792ad5e04b3b7ef8c4072008ef24ef469deB008c14a3e07a8bI7660

Publick Key (KPub): 03b9997f58299daabe0c3be49190d4521982ac1af95ee08c49ee381adf3c3bbf5f

Response URL: http://www.example.com/login/response

(4) User is successfully logged in:
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C @ localhost:3000/loginfresponse

Hierarchical Deterministic Workspace

Welcome to Hierarchical Deterministic Workspace

Congratulations!

Yur are successfully logged in!
Your User 1D 03b9997f58299daabe0c3be49190d4521982aclaf95ee08c49ee381adf3c3bbf5f

Have fun in the Hierarchical Deterministic Workspace

6. Conclusion

In this article, to resolve the issues in traditional login systems, a new login
method—deterministic key pair based login system is proposed. It is secure,
privacy-protecting, fast, transparent, and open. Deterministic key pairs are generated
from a master seed, based on the Bitcoin BIP32 definition but with a new key
derivation path specifically assigned to different target servers. The master seed of a
user is generated from a modified BIP39 mnemonic generation process, with

emphasis on the user’s ability to remember and recover it with ease.

Various security considerations to use this login method are discussed: replay
attack, server fishing, man-in-the-middle attack, fake and spam accounts. In addition,
some use cases of a login system, such as account change and login from different

devices, are discussed with solutions.

Finally, a sample system is developed to prove the concept of the login system

presented in this article.
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